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	Job Role Details
	Last Updated:       

	Department / Location:
	ICT

	Job Title:
	ICT Technical Support Engineer

	Salary Grade / Job Level / Hours
	Grade F
	
	FTE: 37hrs x 52wks

	Responsible to:
	ICT Technical Support Manager

	Responsible for:
	N/A

	Job Purpose Statement:

	· Work within the ICT Back Office team to support College students and staff by planning, implementing, supporting and maintaining college ICT systems and infrastructure to consistently high standards.

	Person Specification:

	Qualifications and Professional Memberships [State whether Essential or Desirable]

	· [bookmark: _GoBack]5 GCSE’s including maths and English at Grade A* – C or equivalent
· Microsoft Certified Systems Engineer (MCSE) or equivalent
· Cisco Certified Network Associate (CCNA) or equivalent
	E
D
D


	Experience and Knowledge
	Level

	Essential experience and knowledge
· Second/third line ICT support role within an ITIL environment
· Windows Server 2008-2012 configuration, troubleshooting and migrations
· Active Directory and Group policy
· Strong wireless networking knowledge (Xirrus preferred)
· Management and troubleshooting of wired networks including VLAN management (Cisco)
· Managing virtual server platforms (Hyper-V or VMWare)
· Hardware and SAN storage devices
· Networking services (DHCP, DNS, SNMP)

Desirable experience and knowledge
· Cloud Service Models (IaaS, SaaS, PaaS)
· Experience of Microsoft based platforms including SharePoint, Skype for Business, SCCM and Exchange
· Print management solutions (e.g. Equitrac)
· Microsoft Office/Office 365 application support
· Client virtualisation technologies e.g. remote apps
· Security/authentication platforms (Radius, ADFS, ACLs)
· Firewall/Content Filtering configuration and troubleshooting
· Backup, DR and High Availability tools, planning and implementation
· Working within an Education environment
· Website administration/IIS knowledge
· Experience of working in projects that use Agile/ Scrum/ Prince 2
· An understanding of Linux and Mac systems
· IT vendor/supplier management
· Monitoring tools such as PRTG
· Classroom management platforms (e.g. Lanschool, Netsupport School)
	

	Core Competencies
	Level

	Communication
· Communicates on complex issues in a multidisciplinary environment and to diverse audiences throughout the College
· Clarifies ambiguity and addresses controversy, involving the listener
· Uses active listening to gain comprehensive understanding from all sides
· Selects and presents information, tailors it to a given audience and conveys that information clearly and accurately, summarising key points for all parties and clarifies the views of others
· Provides feedback to other teams and departments to enhance the effectiveness of the College overall

Customer Focus and Service Delivery
· Provides support and shares objectives with other relevant departments/functions
· Actively seeks customer feedback by taking the time to question and understand the real, underlying needs of customers beyond those initially expressed
· Works closely with the customer in order to build the relationship and improve customer service
· Continually reviews service standards

Organising self and work
· Suggests and sets SMART objectives for self and in line with team objectives over short term (3-6 months). Measures and monitors own success. 
· Applies rules or procedures flexibly, depending on the situation or individual, to accomplish tasks more effectively
· Open about own learning needs and own weaknesses, finding ways to work to minimise these and build on strengths
· Responds effectively to changing circumstances. Remains focussed when faced with competing demands
· Provides an opinion from their own area of expertise
· Is aware of own shortfalls and takes charge of personal development. Accepts feedback from others without being defensive
· Is able to use relevant and appropriate technology to meet objectives and get the job done effectively
· Estimates time frames and makes schedules, planning ahead medium term. Breaks long or complex tasks down into parts
· Focuses on broadening own knowledge and understanding, reviewing own performance against objectives
· Develops a breadth and depth of understanding of own subject/area. Transfers new skills to new situations
· Is dependable and thorough taking a systematic approach and looking for ways to improve on own administration
· Seeks information on future workloads for coming weeks

Working with others
· Takes the time to learn and understand about other cultures and organisations
· Proactively shares information and learning with colleagues
· Addresses conflicts or issues within the team in a positive and open manner
· Provides clear feedback to team members
· Uses understanding of different interests and agendas to achieve positive outcomes
· Uses emotional intelligence to understand team dynamics and harmonise the team

Problem Solving
· Looks objectively at every side of an issue or situation
· Ensures that all outcomes are thoroughly assessed before deciding on the appropriate course of action
· Is able to spot problems and opportunities in the medium term (3-12 months), and develop new approaches
· Investigates and solves complex problems by identifying a number of diverse options
· Takes a creative approach to solving problems and uses lateral thinking techniques
· Identifies and weighs up the risks and implications building on the back of previous experience
· Reviews work methods for long-term gain, generating novel ideas and identifying new processes or methods that would have a significant impact

Building relationships
· Is able to influence or persuade department or area stakeholders and other members of staff who are not in their team
· Maintains and develops a range of contacts in other areas, keeping them informed
· Makes personal commitments in order to build trust and credibility
· Negotiates difficult agreements


Managing and Leading
· Demands high performance or results from others by setting example
· Monitors performance against clear standards or deadlines, providing appropriate feedback when required
· Gives others opportunities to develop new skills and capabilities, and provides or arranges coaching
· Helps individuals to start again when setbacks occur
· Works to provide a supportive environment by securing necessary resources and removing blocks to effective working
· Participates in, and leads where appropriate, change programmes at department level, under readily available direction
· Good understanding of the College drivers and how the outputs of the job, individually and as part of a team, contribute toward the financial objectives of the department and College
· Breaks work or projects into manageable tasks and effectively delegates to people by using their strengths
· Supports decisions by staff to approach tasks in their chosen way

Role Specific
· Has an excellent level of knowledge and understanding of the job role and its links and impact on other areas within the College
· Is seen as the expert in their field
· Is proficient to regulatory/industry body and internal standards
· Has gained further appropriate qualifications
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	Organisational Information

	All staff are expected to:
Positively support equality of opportunity and equity of treatment to colleagues and students in accordance with the MidKent College Equal Opportunities Policy.
Help maintain a safe working environment by:
Attending training in Health and Safety requirements as necessary, both on appointment and as changes in duties and techniques demand.
Following local codes of safe working practices and the MidKent College Health and Safety Policy.
Undertake such other duties within the scope of the post as may be requested by your Manager.

	Main Responsibilities and Duties:

	· 3rd line support of service desk tickets.
· Play a key role in the day-to-day management of the IT infrastructure.
· Ensure the multi-site infrastructure is developed to support the delivery of time-critical business systems to a large user customer base.
· Manage the network infrastructure, installation, upgrades, maintenance, security, enhancement and monitoring and fine-tuning of network application and server performance through the use of industry standard tools.
· Hyper-V support, installation, management and maintenance.
· Maintain and develop Microsoft systems such as Skype for Business (including enterprise telephony), Office 365, SharePoint, SCCM, Exchange, Active Directory and associated services such as Group Policy, Logon Scripts, DNS and DHCP etc.
· Administer and support the Internet filtering system (Lightspeed).
· Manage server builds, upgrades installation, maintenance, administration and repair
· Co-ordinate the frontline delivery of project work and ensure standards are met and objectives are realised.
· Respond to escalated customer issues within the parameters of the published SLA and record the results and details of all customer interaction both inbound and outbound in the ICT Helpdesk system
· Work closely with suppliers, technology partners, colleagues, senior management and internal customers to resolve complex issues quickly and to a high standard.
· Take an active role in the technological development of all colleagues, staff and users, including training.
· Mentoring and coaching of junior members of the ICT department.
· Act as a final point for resolution of escalated faults and requests for service.
· Provide resource for projects as required by the Technical Support Manager and the Head of ICT.
· Produce and maintain the documentation for network and college systems.
· Undertake integration testing for new systems and changes to the existing environment.
· Ensure appropriate disaster recovery is implemented and documentation is maintained.
· Establish and maintain hardware and software standards.


	Special Requirements:

	· Ability to travel between sites.
· The College is committed to safeguarding and promoting the welfare of children and young people and expects all staff and volunteers to share this commitment.
· During the course of your duties, you may acquire or have access to confidential information which should not be disclosed to any other person unless in pursuit of your duties or with specific permission given on behalf of the College.


	To be signed by the post holder:

	
Signature:                                                                                                                                       Date: 
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